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B cootBerctBHE ¢ TpeboBanusamu [lomoxenus banka Poccuu ot 20.04.2021 Ne 757-I1 «O6
YCTAaHOBJIIEHUH 0053aTeNbHBIX NI HEKPEAWTHBIX (PMHAHCOBBIX OpraHu3anuii TpeOOBaHHN K
obecrieueHnI0 3aUTHl HHGOPMAIMK IIPH OCYLIECTBICHUH AEATEIILHOCTH B chepe (HHAHCOBBIX
PBIHKOB B II€JIIX NPOTHBOAEHCTBHS OCYIIECTRICHHIO HE3aKOHHBIX (puHaHCOBBIX omepanuit» OO0
«[IEPAMO HMHBECT» (manee no Tekcty — KoMIaHus) TOBOJHT A0 Bamlero CBeNEHHs] OCHOBHEIE
PEKOMEHIAIHK [0 3aumTe WHGOpPMAMKA OT BO3JEHCTBHS NPOrpaMMHBIX KOJIOB, IIPUBOASIINX K
HapyIIEHHIO INTATHOIO (YHKUHMOHUPOBAHUS CPEACTB BBIYHCIUTENBHOH TEXHUKH (BpEIOHOCHBIH
KOJ), B LIEJIAX IIPOTHBOJCHCTBHS HE3aKOHHBIM (GHHAHCOBBIM OIEPALIHAM.

PexomeHmanuu 1o coOMofeHHI0 HHPOpMalHOHHOH 0e30I1acHOCTH (COBOKYIIHOCTH Mep,
DpUMEHEHNe KOTOPBIX HaIpaBlIeHO Ha HENOCPEINCTBeHHOe obecledeHHe 3alnuThl HH(OpMAIH,
IIPOIECCOB, PECYPCHOTO M OPraHM3allMOHHOrO oOecrnedeHus, HeoOXOAMMOro Ui NPUMEHEHUS
yKa3aHHBIX Mep 3amuThl (31eck W Aanee tepMunsl u3 'OCT P 57580.1-2017) He rapasTHpYIOT
obecnieyenne KOHQHUICHIHAIFHOCTH, IIEJIOCTHOCTH ¥ JOCTYIIHOCTH HH(OPMAIHH, HO IIO3BOJIIIOT B
IEJIOM CHH3UTh pPHCKH HHOOpMAanMOHHOH O€30macHOCTH K MHHHMU3HPOBATH BO3MOMKHEIE
HEraTHUBHBIE IIOCIEICTBUS B CIIyYae UX pealu3alliy.

B cBa3m ¢ Tem, uro TpeOoBaHHA HHQOPMAIHOHHOH 0E30IIaCHOCTH TaK e MOTryT OBITh
OTpaX€HBl B JOrOBOpax, perjlaMeHTaX, NpaBHiIaX H HMHBIX [JOKyMeHTax KoMmanww,
PETVIaMEHTHPYIOIIUX IIPENOCTaBIEHUE YCIYI/CEPBUCOB, HACTOsIME PeKOMEHIaUuH IEHCTBYIOT B
YaCcTH HE NPOTHBOPEYAIEll ON0XKEHUIM BHYTPEHHUX JOKYMEHTOB.

B nemix cHIKeHHMA pHCKa pealH3allid HHIUICHTOB HH()OPMAIMOHHONW 0G€30macHOCTH
(I'OCT P 57580.1-2017) — HexenaTenbHBIE WM HEOXHUIAHHBIE COOBITHS 3AMMTHE HHPOPMAIIHH,
KOTOpbIE MOTYT IIPHBECTH K DHCKY HapyIIECHHs BBHIIOJNHEHHS OH3HEC-MPOIECcCOB (KIHEHTA),
TEXHOJIOMHYECKHX IIPOIIECCOB OPraHU3aIiy U (M) HApyIIHTh KOHPHIEHIIHAILHOCTH, IETOCTHOCTH
U JIOCTYIIHOCTH MH(OPMAIIHH BCIEICTRBHE:

® HECaHKIIMOHMPOBAaHHOIO JOCTYIIA K Ballled HHGOpMauy THnamMu, He 00JIaJaroIHMHE [IPABOM
OCYIIECTBIIEHHS 3HAYMMBIX (KPUTHYHBIX) ONepauui (B T.4. QHHAHCOBEIX);
e TOTEPH (XHUINEHMs) HOCHTENEH KIIOYeH JIIEKTPOHHOM IIOMIMCH, C HMCIOJIb30BaHHEM

KOTOPBIX, OCYIIECTBIIIIOTCH KPHTHYHEIE ((DHHAHCOBEIE) OTIEPAITHH;

® BO3ICHCTBHA BPENOHOCHOIO KOJa Ha YCTPOMCTBA, ¢ KOTOPBIX COBEPLIAIOTCS KPHTHYHBIE
(punaHCOBEIE) ONEPALIHH;
® COBEpIIEHHMS B OTHOINEHHWH Bac HHBIX HIPOTHBONPABHBIX JEHCTBHM, CBS3aHHBIX C

HH()OPMANHOHHOM 0€30MacHOCTEIO.

Pexomennyerca cobmonate psj NPOQHIAKTHYECKHX MEPONpPUATHH, HAIpPaBIeHHBIX Ha
[OBBIIICHHE YPOBHS HMH(OPMAIlMOHHOH O€30IacHOCTH TIPH  HCIOIB30BAHMH  OOBEKTOB
MH(pOpMaTH3aIKH (COBOKYITHOCTH 00BEKTOB, PECYPCOB, CPEJICTB M CHCTEM 00paboTKy HH(OpMAIHH,
B T.Y. aBTOMATH3HPOBAHHEIX CHCTEM, HCIIOIB3YEMBIX IUI obecrieyeHus HHMDOpMATH3AMH OU3HEC-
nporeccos ('OCT P 57580.1-2017) Komnauumn.

BuuMmartensHO H3yduTe NOTOBOD, IPHIOKEHHS K JOTOBOPY M HHEIE JOKYMEHTHI, CBSI3aHHEIC C
UCIIOJIHEHHEM [IOrOBOpa, O3HAKOMBTECh C pa3/elaMH, IOCBSINEHHBIMH HHPOPMAHOHHOM
0e30MacHOCTH/KOH U ACHIHATEHOCTH.

1) Ilpu oCyIIeCTBICHHMH KDHTHYHBIX ((HMHAHCOBBIX) oOmepauui ClemayeT NPHHMMATE BO
BHUMaHHE DHCK IIOJNyYEHHs TPETBHMH JIHLIAMH HECAHKIIHOHHPOBAHHOTO [JOCTyNAa K
3aIUIaeMol MHGOPMAMK C LEIBI0 OCYINECTRICHH (GHHAHCOBEIX ONEpalMil IHIIAMH, HE
00J1aaOMUMH  TTPABOM HX OCYIIECTBIICHHS, TAKHE DHCKA MOTYT OBITh OGYCIOBICHHI
BKJIFOYasi, HO HE OTPaHHIMBAACH CIEAYIOIHAMHE [IPUMEPAMH:

a. Kpaxa napons u uaeHTHOHKATOPA JOCTYIA WM MHEIX KOH(DHIEHINATHHEIX JaHHBIX,
[IOCPEACTBOM TEXHHYECKHX CPEICTB H/HIIM BPEIOHOCHOTO KOM4;, M HCIOIH30BaHHE
3JIOyMBIIIIEHHHKaMH  YKa3aHHbIX  JaHHBIX C  JPYIHX  YCTPOMCTB A
HECAHKITHOHHPOBAHHOTO JI0CTYIIA;



b. YcraHoBka Ha  YCTPOMCTBO  BpPEIOHOCHOTO  KOAa, KOTOPBIA  IIO3BOIHT
3JI0YMBIIUIEHHHKAM OCYIIECTBHTh KPUTHYHBIE ONlepalliy OT Balero HMEHH;

c. Hcnonb3oBaHue 3I0YMBIIUIEHHAKOM YTEPSHHOIO MIIH YKpaaeHHoro renedona (SIM
kaptel) it nomydeHus CMC KoIoB, KOTOphIe MOTYT IpuMeHAThea Kommanuei B
KA4yeCTBE MOIOJIHHUTEILHON 3alOMTRl IS HECAaHKIMOHHPOBAaHHBIX (PMHAHCOBBIX
olepanuii, 4To 03BOJIMUT UM OOOUTH 3aIIUTY;

d. Kpaxa wuWIM HECaHKIMOHHPOBAHHBIM IOCTYIl K YCTpOMCIBY, C KOTOPOIO BEI
IOJIb3yeTeCh ycClyramu/ceppucaMd KoMmaHum JUIs TONY4YeHHs [JaHHBIX H/HIH
HECAaHKIIMOHHPOBAHHOIO JOCTyMa K cepBrucaM KoMnanuu ¢ 3Toro ycTpoicTea;

e. Ilorxydenue naposs u uneHTH(GUKaTOpa MocTyma H/HmH koga u3 CMC u/uinu Ko10BOro
CIIOBA M MPOYHX KOHOHUACHIIHAILHBIX JaHHBIX, B T.4. IACIIOPTHRIX TaHHBIX, HOMEPOB
CUCTOB M T.O. IyTeM oOMaHa H/WIH 3JI0yHOTpeONEeHHsS [OBEpHEM, Korja
3MIOYMBIIUIEHHUK IpeNcTaBnsieTcs coTpynHukoM Kommanuu UM TEXHUYECKUM
CIIELHAIUCTOM WIIH HCIOJBE3YEeT MHYIO JIereHay W npocuT Bac cooOImuTh eMy 3TH
CEKpETHbIE JaHHBIE, MM HAIPaBIIeT IOJAETbHBIE COOOIIEHHS IO 3NIEKTPOHHOH
[I0YTe, MY ITUCHMO 110 0OBIIHOH IToUTe C IPOCcKO0i IpenocTaBuTh HHGOPMAIIHIO, HITH
COBEPIIHUTE ACHCTBHE, KOTOPOE MOXKET IPHBECTH K KOMIPOMETALHH YCTPOHCTRA;

f. TlepexBaT 3MeKTPOHHEIX COOOINEHHH U ITOyYeHHE HECAHKITHOHHPOBAHHOTO JOCTYTIA
K BBIITHCKAaM, OTYETaM H Ipovel hHHAHCOBOH HH(DOPMANUH, €CIIH BaIlla 3JIeKTPOHHAS
1o4ra Mcroyb3yercs Juid HH(popManuonHoro ooMena ¢ Komnanmei. M B ciydae
NOJIy4eHHs JOCTYIla K Balllel 3JIEKTPOHHOM 1ToYTe, OTIPaBKa COOOINEH M OT BalIero
umMernu B KoMmranuro.

2) Jlnsa cHuKeHHUS pucka GQUHAHCOBEBIX IOTEPh:

a. ObecneubTe 3alUTy YCTPOHCTBA, C KOTOPOTO BHI IIOJB3YETECh yeiayramu KoMmanuw,
K TaKHM MepaM BKJII04as, HO He OTPaHHYHBAsICh MOTYT OBITE OTHECEHEL:

e lcrionk30BaHME  TOJNBKO JIMIEH3MOHHOTO IIPOTPaMMHOTO obecredeHus,
IIOJIy4€HHOTO U3 JOBEPEHHEIX HCTOYHHKOB;

e 3anpeT Ha YCTAHOBKY IPOrPaMM H3 HEIPOBEPEHHBIX HCTOYHHUKOB;

e Hanuumwe cpeAcTB 3aliMTHL, TAaKWX KaK: AaHTHBHPYC (C peryispHO H
CBOEBPEMEHHO 0OHOBIIAEMBIMH 0a3aMH), IEPCOHATBHEIH MEKCETEBOM IKpaH;

e Hactpoiixa mpaB fgocTyma K YCTpOHCTBY € NENbHO [PEAOTBPAIlEHHSA
HECAHKUMOHUPOBAHHOIO TOCTYIA;

e XpaHeHHe, HCIOIB30BAaHHE YCTPONCTBA C LENBI0 H30EXaTh PUCKOB KPaXKH
H/WIH yTEPH;

e CBoeBpeMEHHEIE OOHOBIICHHS OIEPAI[HOHHON CHCTEMEI, OCOOEHHO B 4YacTH
obHoBneHui OesomacHocTH. lMeiite B BHIY, Y4TO OOHOBJIEHHS CHHIKAIOT
PHCKH 3apa)k€HHs BPEIOHOCHBIM KOIOM. 3JIOYMBIUUIEHHHKH 49acTo
HCIOIB3YIOT CTapble YI3BHMOCTH;

e AKTHBaIlMs IapOIBHON MM MHOM 3aI0UThI 1T TOCTYIA K YCTPOMCTBY.

b. Ob6ecneusTe KOHDUIESHIHATLHOCTD:

e XpaHuTe B TailHe ayTCHTH(HKAIMOHHBIE/HACHTHOHKAMOHHEIE IaHHLIE U
KII04eByr0 HHPopManuio, norydennsie oT Kommnanum: mapom, CMC ko7sl,
KOJIOBBIE CJIOBA, KIFOUH 3JIEKTPOHHOM MOANHCH/MHGPOBaHHS, a B Ciydae
BEPOATHOH KOMIPOMETANHH HEMEIUIEHHO NMPHUMHTE MEPHI IS CMEHBI M/HiH
OIIOKUPOBKH;

¢ CobmonaiiTe NPUHIMII Pa3yMHOIO DAacKpHITHS HHQOPMAIMH O HOMEpax
CHETOB, O BAllIMX MACIOPTHRIX JaHHBIX, O HOMEPaX KPEOUTHEIX H Ne0eTOBBIX
KapT, B Clly4ae €clM y Bac 3alpallliBaloT yKa3aHHYI HHOOpPMAIHIO, B
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npuBsizKe K cepBucaM KoOMIIaHHM 110 BO3MOXKHOCTH OLIEHHTE CHTYallHI H
YTOYHHTE ITOJTHOMOYHS ¥ NPOIERypY Yepe3 He3aBUCHMBIH KaHall, HallpuMep,
gepe3 opuIHATbHEI Tenedon Komnanun.,

C. HpOﬂ'BJISIfIT@ OCTOPOKHOCTE H IIPEAYCMOTPUTEIbHOCTD!

BynpTe OCTOpPOXKHBI IIPH IOJTYYEHHH 3JIEKTPOHHEIX IHCEM CO CCHUIKAMH H
BIOXKCHHUAMH, OHH MOTYT IIPMBECTH K 3apaK€HHMIO Ballero YyCTpoHcTBa
BPEIOHOCHBIM KOJOM. BpenoHOCHBIH Ko, OMaB K BaM 4epe3 3JEKTPOHHYIO
MOYTY WM MHTEPHET CCBUIKY Ha CalT, MOXKET HOJY4HTh HOCTYI K JIOOBIM
JAHHBIM B WHOOpMAMOHHBIM CHCTEMaM Ha BallleM YCTPOHCTBE;
BuuMarensHO mpoBepsiATe anpecara, OT KOTOPOIO IPHINIO 3JIEKTPOHHOE
IHCHMO. BXoasInee 3IeKTPOHHOE THCHMO MOXET OBITh OT 3JI0YMBIIIIIIEHHHUKA,
KOTOPBIi MAacKHpYyeTCs noza Komnanuio WITH ee
YIIOJTHOMOYESHHBIX/ TOBEPEHHBIX JTHII;

Bynbre 0CTOpOXHBI IIpH IpOCMOTpe/paboTe ¢ MHTEpHET caliTamMu, TaKk Kak
BPEIOHOCHBIH KOJI MOXET OBITh 3aTPy’KeH C calTa;

BynpTe ocTOpoXKHEI ¢ QaiinaMy U3 HOBEIX HIH «HEIOBEPEHHEBIXY» HCTOUHHKOB
(B T.4. apXHBHI C TApOJIEM, 3G POBAHHEIE (DaiIbl/apXHUBEIL, T.K. TAKOTO poaa
¢aiinel He MoOryT OBITH NpOBepeHB! aHTHBHPYCHBIM 11O B aBTOMAaTHYECKOM
pEXKHME);

He 3axoaute B cHCTEMBI yHaJeHHOTO AOCTYIa ¢ HEOOBEPEHHBIX YCTPOICTB,
KOTOpPBIE BBl HE KOHTPOJHUpYyeTe (HapHUMep, KOMIIBIOTEPE], YCTAHOBICHHBIE B
UHTEepHeT-Kade, TrocTHHHIE) Wum DyOnuuHBle OECIPOBOMHEIE CETH
(6ecrmarapnt Wi-Fi u npogee). Ha Takux ycTpoiicTBax ¥ B TAKHX CETIX MOXKET
OBITE BPEAOHOCHBIH KOJI, COOMpAIOIIMi TApOIM H HACHTH(DHKATOPEI TOCTYIIa
HJIM CIIOCOOHBIA TOMEHHUTE ONEPALIHIO;

Cnenute 3a mHGOpManuell B npecce u Ha caiite KoMmaHuu o nociemHux
KPHTHYHBIX YI3BHMOCTSAX H O BPEIOHOCHOM KOJE;

[lpn monmave mnopydeHMH w/wim wHOM ofOpamennn B Kommawiro,
OCYINECTRBIIAHTE 3BOHOK TOJBKO IO HOMepy TenedoHa, yKazaHHOMY B
JIOrOBOpE MM Ha obunmansHoM caiite Komnanwuu. U umeiite B BHIY, YTO OT
mna KoManuy He MOTYT IIOCTYIIAaTh 3BOHKH HJIH COOOIMEHHS, B KOTOPBIX OT
Bac Tpebyror nepenate CMC-kxox, napons, HOMEP KapThl, KOJIOBOE CIIOBO H
T.1. KomoBoe cnoBo MoxeT OBITh 3alpOINEHO TOJBKO, €CIH BBl CaMH
IMO3BOHMIH B KoMITauuo;

Wmelite B BHIY, 4YTO, €CIH BBl Iepenaere Baml TeneGoH W/uiIM HHOE
YCTPOMCTBO IPYTHM TIOTB30BAaTEsIM, OHHM MOIY YCTAHOBHTH Ha HETO
BPEJIOHOCHBIH KO, a4 B CIIy4ae KPaKd HIIM YT€PH 3TOYMBIILIEHHUKH MOTYT
BOCIOIB30BATECA MM U1 JOCTyIa K cepBHcaM KoMIaHuu, KOTOPBIMH
II0JIL30BATKCE BBl B ¢BA3M ¢ 3TUM IIpH yTepe, Kpaxe tenedona (SIM kapTsl),
ucnonezyemoro g nomydeHus CMC KoJOB WM [IOCTyIa K CHCTEMaM
opranusanmu: 1) HezaMeIUTeTbHO nporHpopMupyitTe KoMmanwro 1o3BoHuB
Ha oQuUMaNBHEIE HOMep TenedoHa, 2) menecoobpasHo IO BO3MOKHOCTH
OMEPAaTHBHO C y4Y€TOM IIPOYMX DPHCKOB H OCOOEHHOCTEH HCIOJIB30BAHHSI
Bamero TenedoHa 3a0I0KHpOBaTE U mepeBRIMyCTHTh SIM KapTy, a Takke
CMEHHUTh MMApOJd M KOABI AOCTyNa (KOIOBBIE CIIOBAa) K CepBHCAM H(HJIH)
cucrtemam Kommnanmu;

Ilpu mono3penny Ha HECAaHKIMOHUPOBAHHBIN IOCTYII W/AIH KOMIIPOMETAIHIO
yCTpo#icTBa HEOOXOMMMO CMEHHTH IIapOiib, BOCIOJB30OBABIIMCH APYTHM
JIOBEPEHHBIM YCTPOHCTBOM H/MJIH 3a0IOKHPOBATEH JOCTYI, OOPATHUBIIHCH B
Komnanuio, B OTHOINEHHH KIFOYEBOH WH(OPMAIMH, €CIH 3TO YMECTHO JUIS
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Baimed YCIyTM — OTO3BaThb CKOMIIPOMETHPOBAHHBIM KIIOY 3IJIEKTPOHHOH
HOANKUCH/ITH(POBaHAS, B COOTBETCTBHHM C IIPaBHIAMH, OTPOKECHHEIMH B
JOTOBOpe, MPHJIOKCHHSX K JOTOBOPY M HHBIX JOKYMEHTaX, CBA3aHHBIX C
HCIIOTHEHHUEM 0T0BOPA;

e [ToMHHTE, 9TO HATHYIHE «ITAJOHHOHY Pe3epBHON KOIMH MOXKET ODJIErYdTh U
YCKOPHUTEL BOCCTAHOBJIEHUE BAILIETO YCTPOHCTRA;

o Jlyumie Bcero HCHONB30BaTh U1 (PUHAHCOBEIX OIEpallMii  OTHAEIBHOE,
MaKCHMaIBHO 3alIMIIEHHOE YCTPOHCTBO, JOCTYI K KOTOPOMY €CTh TOJIBKO Y
BAC;

e KouTpompyiite cBoil TenedoH, ucrmonp3yeMsri mia noxyueHust CMC xonos.
B cnyuae BeIxXoma u3 crpos SIM KapThel, He3aMeAIHTENbHO OOpalnaiTech K
COTOBOMY OIepaTOpy Ul YTOYHEHHS IPUYHH U BOCCTAHOBICHHS CBA3M.

d. Ilpu pabore ¢ KIHO9aMH 3JIEKTPOHHOM MOANHCH HEOOXOIUMO:
e Mcnonp3yiiTe CIOKHBIE IIAPOJIH A/ BXOJA HA YCTPOHCTBO H 7S JOCTYIA K
KJTIF04aM 3J1€KTPOHHOM IIOANMCH/KITIOYeBBIM HOCUTENSAM, HE XpaHHTE Iapoiu
OTKPBITOM BHJIE Ha KOMITBIOTEpe/MOOMIEHOM YCTPOHCTBE;
¢ He coobmatiTe mapoay TpeTbUM JIMNaM, B TOM YHCIIE BalllMM POJCTBEHHHUKAM
WM CHCTEMHBIM aIMUHHCTpaTOpaM Balel KOMIaHUY;
e [IpoBOIHTE PETYIAPHYIO CMEHY MapoJei.

e. Ilpu pabore Ha KOMIIBIOTEpE HEOOXOIUMO:

e Mcrnone3oBaTh JHIEH3HOHHOE IIPOrpaMMHOE obecredeHHe (OIepaldoHHBIE
CHCTEMBI, OQHUCHBIE NAKETH U T.1.);

e CBOEBpPEMEHHO YCTAHABIHBATL aKTyalnbHBIE OOHOBIEHHS 0€30IMaCHOCTH
(omepalmOHHBIE CHCTEMEI, O(HCHEIC TTAKETHI U T.1.);

e Mcrnone30oBaTh aHTHBHPYCHOE IIPOrpaMMHOE OOECIEUeHHE, PpETYJIApHO
OOHOBIISITE aHTHBUPYCHBIE 0a3Hl;

e Mcrnons30Barh CleHalIH3UPOBAHHBIC IPOTPAMMEI IS 3alIHTH HHOOPMAITHH
(mepcoHANBHEIE ~ MEXCETEBblE JKpaHbl M  CPEACTBA  3all|THl  OT
HECAHKIIMOHHPOBAHHOIO [OCTYIIA), CPENCTBA KOHTPONS KOH(UIyparuu
YCTPOMNCTE;

e lc110/1b30BaTh CIOKHBIE [1APOIIH;

e OrpaHU4YUTh JOCTYN K KOMIIBIOTEPY, HCKIFOYUTE (OrPaHHYHUTE) BO3MOXKHOCTE
JIUCTAaHIHOHHOIO MOJKIFOYEHNS K KOMIIBIOTEPY TPETHHM JIHUIAM.

f. TIlpum paGore ¢ MOOHIBHEIM IIPHIIOKEHHEM HEOOXOIMMO:

e He ocraBmate cBoe MobunpHoe ycrpoiicTBo 0€3 IPHCMOTpa, 9YTOOBI
HCKJIIOYHTH HECAHKIIHOHHPOBAHHOE HCIIOIB30BAHKE;

e lcnonp30BaTh TOMBKO OQHIHATBEEIE MOOHIBHEIE IPHIIOKEHHS;

e He nepexonuTh IO CCHUIKAM U HE YCTAHABJIMBATH IIPHIIOKEHIS/O0HOBICHHS
6ezomacHoCTH, npumenmue B SMS-coobmennn, Push-yBenoMiennn wim 1o
3IIEKTPOHHOM I10YTe, B TOM YHCIIe OT HMeHH KoMmanuu;

e YcraHoBuTE Ha MOOMIBHOM yCTpOHCTBE Mapoib [ JOCTYNA K YCTPOUCTBY
U TIPHIIOMKEHHIO.

g. Ilpu obmene undopmanueit depes cetb MaTepHeT HEOHXO0IHMO:
e He OTKpBIBaTH MHCHMa M BIOXKEHHS K HHUM, MOJYYEHHEIE OT HEH3BECTHBIX
OTHIPaBUTENEH 10 NEKTPOHHOH I0YTE, He IEPEXOIHTE IO COAEPIKAIIMMCS B
TaKUX IHChMaXxX CCHLIKAM;
e He BBOMMTE IEpCOHANBHYIO HHPOPMAIMIO HAa MOJO3PHUTENBHBIX cafiTax H
JIPYrHX HEM3BECTHBIX BaM pecypcax;



o OrpaHu4uTh OCENIEHHUs CAHTOB COMHHTENBHOIO CONEPIKAHNS;

e He coxpaHATh MapoiM B NaMATH HHTEPHET-Opays3epa, €ClIM K KOMIIBIOTEDPY
€CTh JJOCTYII TPETHHX IIHI;

e He nakxumate Ha GaHHEPH! M BCIIBIBAIOINME OKHA, BOSHHUKAIOIIME BO BpEMA
paboTel ¢ ceThro MuTEpHET;

e He orkpemBath ¢aiinsl monydeHHBIE (CKauaHHBIE) H3 HEH3BECTHBIX
HCTOYHHKOB.

[Ipy nmomo3peHHH B KOMIIPOMETALUMH KIOYEH 3JIEKTPOHHOH MOMmMCcH/IuM(poBaHUs HIH
HECAaHKI[HOHUPOBAHHOM IBIDKEHUH NEHHBIX OyMmar, ICHEXHBIX CPEICTB HJIM HHBIX (HHAHCOBBIX
aKTHBOB HEOOXOMHMMO He3aMeATUuTeNbHO oOpamaThes B Kommaamro.



